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Electronic Devices (Searching, Confiscation &
Deletion) Policy

1. RESPONSIBILITIES

1.1.

1.2.

1.3.

1.4.

1.5.

2.1.

2.2.

2.3.

2.4.

3.1

3.2.

3.3.

The Headteacher has authorised the following members of staff to carry out searches for and
of electronic devices and the deletion of data / files on those devices

[INSERT NAMES OF STAFF]

The Headteacher may authorise other staff members, in writing, in advance of any search they
may undertake, subject to appropriate training.

Members of staff should be made aware of the school’s policy on "Electronic devices —
searching and deletion"

(a) at induction
(b) at regular updating sessions on the school’s e-safety policy

Members of staff authorised by the Headteacher to carry out searches for and of electronic
devices and to access and delete data / files from those devices should receive training that is
specific and relevant to this role.

Specific training is required for those staff who may need to judge whether material that is
accessed is inappropriate or illegal.

SEARCHING

The school Behaviour Policy refers to the policy regarding searches with and without consent
for the wide range of items covered within the Education Act 2011 and lists examples of such
items. This policy refers only to the searching for and of electronic devices and the deletion of
data / files on those devices.

Authorised staff (defined in the responsibilities section above) have the right to search for such
electronic devices where they reasonably suspect that the data or file on the device in question
has been, or could be, used to cause harm, to disrupt teaching or break the school rules.

Searching with consent - Authorised staff may search with the pupil’s consent for any item.
Searching without consent - Authorised staff may only search without the pupil’s consent for

anything which is either ‘prohibited’ (as defined in Section 550AA of the Education Act 1996) or
appears in the school rules as an item which is banned and may be searched for.

ELECTRONIC DEVICES

An authorised member of staff finding an electronic device may access and examine any data
or files on the device if they think there is a good reason to do so.

The procedure for searching electronic devices will be dealt with on an individual basis
dependent upon the situation. This could involve pupils, parents and in extreme situations
involve police. With any search the authorised person will be accompanied by another
member of staff to act as a witness.

The examination of the data / files on the device should go only as far as is reasonably
necessary to establish the facts of the incident. Any further intrusive examination of personal
data may leave the school open to legal challenge.



DELETION OF DATA

4.1.

4.2.

4.3.

4.4.

4.5.

If inappropriate material is found on the device it is up to the authorised member of staff to
decide whether they should delete that material, retain it as evidence (of a criminal offence or
a breach of school discipline) or whether the material is of such seriousness that it requires the
involvement of the police.

Examples of illegal activity would include:

(a) child sexual abuse images (including images of one child held by another child)
(b) adult material which potentially breaches the Obscene Publications Act

(c) criminally racist material

(d) other criminal conduct, activity or materials

Following an examination of an electronic device, if the authorised member of staff has
decided to return the device to the owner, or to retain or dispose of it, they may erase any
data or files, if they think there is a good reason to do so.

If inappropriate material is found on the device, it is up to the authorised member of staff to
decide whether they should delete that material, retain it as evidence (of a possible criminal
offence or a breach of school discipline) or whether the material is of such seriousness that it
requires the involvement of the police.

A record should be kept of the reasons for the deletion of data / files.

AUDIT /MONITORING/REPORTING/REVIEW

5.1.

5.2.

5.3.

The responsible person, [INSERT NAME], will ensure that full records are kept of incidents
involving the searching for and of mobile phones and electronic devices and the deletion of
data / files.

These records will be reviewed by the DSL at regular intervals, at least on an annual basis.

This policy will be reviewed by the Headteacher and Governors annually and in response to
changes in guidance and evidence gained from the records.



